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Strengthening Compliance by  
Preventing Data Leakage from SAP
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In 2011, the average organizational cost 
of a data breach topped $5.5 million –  
or $194 per compromised record.1  

The greatest source of breaches?  
Negligent insiders. 

Whether intentional or accidental, data 
leakage from key business applications  
continues to be a threat for many compa-
nies. Leakage can result in data breaches 
that violate compliance rules, including 
internal compliance mandates; partner 
or customer service level agreements 
(SLAs); and privacy or data protection 
laws. These violations can cost your 
company fines; time and money for 
unscheduled audits and remediation; and 
reputation damage.

The very thing that makes SAP invaluable 
to your business – it connects and mana-
ges strategic business operations data 
– makes it particularly vulnerable to data 
leakage. SAP houses strategic and often 
sensitive/confidential business data:  
customer records, price lists, human 
resources data, financial data, and more. 

And anyone with some level of permissions 
can export any data files from SAP –  
from HR data to confidential contracts – 
usually without your knowledge. 

Use a new approach to managed and 
secure file transfer to augment SAP im-
plementations and prevent unauthorized 
data exports from SAP. This will help 
because  you may be routinely violat-
ing compliance mandates without even 
knowing it. You’re even at risk if you’re 
exporting SAP data files to people and 
systems using the SAP NetWeaver XI/ PI 
business integration server.

How can you be sure that the right file 
gets to the right person at the right time 
– securely?  You lack an efficient way to 
securely transfer files to the right people 
and systems – and prove it to yourself 
and auditors.

A new approach to managed and secure 
file transfer – centralized, secure, and 
automatically managed from within SAP – 
can reduce this hidden compliance risk. 

1 Symantec’s 2011 Annual Study: U.S. Cost of a Data Breach   
http://www.slideshare.net/symantec/2011-annual-study-us-cost-of-a-data-breach-march-2012



SAP is generally pretty tight about data 
security. But file transfers are  particularly 
important and anyone can expor t a file 
from SAP – for example, by emailing it to 
a friend or by saving it on a thumb drive – 
without your knowledge. 

Anyone can export a file from SAP – for 
example, by emailing it to a friend or by 
saving it on a thumb drive – without your 
knowledge. But all kind of transfers are 
at risk:  not just ad hoc human-to-human 
transfers but also system-to-human trans-
fers and system-to system transfers.  

The following uses of SAP (which are fairly 
typical) show what kind of data may be 
at risk: 

 z Confidential Legal Documents:  
Companies that ship globally require a 
lot of documentation, including customs 
documents. SAP generates printouts 
and files of these documents, which are 
then usually transferred via email or FTP 
servers.  

 z Payroll Data: Payroll is handled by a 
third-party payroll application, with 
SAP’s HR module containing the master 
employee data. Confidential data is 
transferred to a yet another third  
party: a payroll service that generates  
employees‘ paychecks. 

 z Financial Data: Banks use SAP for  
settlement, necessitating secure file 
transfers between Corporate Treasury 
departments and banks.

 z New Product Data: Large files contai-
ning product data – drawings, models, 
specs – are housed in Design Manage-
ment Systems and exchanged with 
contract manufacturers and suppliers. 
These files are flying across third-party 
systems that are integrated with SAP – 
often via email using the SAP C folder 
method.

There are two ways to export data files 
from SAP. First, you can directly export 
files – either manually or programma-
tically – using SAP’s export function. 
Second, using automated scripts, you 
can link SAP data with NetWeaver XI/PI 
processes for export via FTP.  

However, SAP users can misappropriate 
the data or inadvertently disclose it to the 
wrong people, which can cause irrepa-
rable damage to the business in some 
cases. As well, F TP is inherently insecure 
and clumsy to operate, and the interface 
scripts are insecure, inefficient and costly 
to maintain.

A new approach – centralized, secure 
managed file transfer from within SAP – 
can prevent unauthorized file transfers 
created by automated scripts or people. 
This approach prevents data leaks and 
provides a secure, automated way to 
export data from any SAP application.

When properly implemented, this ap-
proach delivers stronger compliance and 
protection for file exchanges; reduced 
operating costs; and better quality of 
service to partners and customers. The 
approach:

 z Provides granular, fully automated 
protection for all file exports from SAP – 
including ad hoc people-initiated trans-
fers – without slowing down business or 
disrupting SAP users’ work habits.

 z Uses the SAP NetWeaver XI/PI architec-
ture and interfaces to deliver secure, 
end-to-end managed file transfer. For 
example, SAP administrators can use 
standard SAP authorization manage-
ment to deactivate insecure or unwan-
ted local downloads or transmissions. 

 z Automatically applies your business 
policies to meet specific compliance 
requirements.

 z Eliminates the need for expensive new 
architecture, new skills, or process 
changes in order to protect file transfers 
by SAP users.

Centralized, secure managed file trans-
fer from within SAP brings file transfer 
control much closer to the source – SAP 
applications and users – providing a 
consolidated,  consistent level of control 
and protection.

Using our extensive SAP experience, 
SEEBURGER has developed a solution 
that delivers this approach: SEEBURGER 
Managed File Transfer for SAP (SEE MFT). 

Hidden Compliance Risk

Centralized, Secure Managed File Transfer from within SAP
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SEE MFT for SAP is the industry’s first 
single, integrated solution for exchanging 
large and/or sensitive SAP files with full 
security, visibility, governance, and regu-
latory compliance. 

It provides a complete, one-stop solution 
for secure, automated transfer of SAP 
data files via NetWeaver XI/PI. It integra- 
tes everything you need for NetWeaver to 
operate as a secure managed file transfer 
ser ver, eliminating the need to cobble 
together and maintain a separate system.

SEE MFT for SAP provides secure-end-
to-end monitoring of all transfers, with 
encryption, detection and handling of 
failed transfers, and an audit trail.

SEE MF T provides automated scripts with 
automated transfers governed by secure 
communications protocols (AS2, SF TP, HT 
TPs). The SEE Link light- weight MF T client 
agent enables secure connections with 
virtually any endpoint
– inside or outside  the firewall.

Using predefined templates, administ-
rators can easily configure any and all 
secure file transfer connections between 
SAP users and external applications, and 
automatically apply processing rules and 
policies to them:

 z System-to-system transfers
 z Human-to-human transfers
 z Human-to-system transfers
 z Ad hoc or scheduled transfers
 z Any size file – no size limitation

SEEBURGER Message Tracking gives 
administrators full end-to-end visibility of 
all file transmissions. 

Using SEE MFT’s convenient GUI inter-
face, SAP administrators can easily edit 
or change policies, troubleshoot failed 
transfers, add new endpoints, and gene-
rate auditing and usage reports.

With SEE MFT for SAP, you can now block, 
track and manage your file transfers as 
effectively, efficiently and securely as 
you track and manage your B2B/EDI/EAI 
communications.

How SEE MFT Strengthens Compliance for Automated File Exports
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Protecting Ad Hoc Manual Transfers

To prevent insider data leakage from ad 
hoc human-to-human file transfers, SEE 
MFT for SAP creates an intelligent mana-
ged file transfer “spooler” based on SAP 
Output Management. 

SEE MFT for SAP automatically channels 
all manual human-initiated file exports 
from SAP – print requests, emails or 
system transfers – through the spoo-
ler, according to your permissions and 

business policies. It protects all SAP 
transactions, including ad hoc exports 
from applications and regular background 
tasks such as export of daily, weekly or 
monthly reports.

The intelligent spooler is delivered as 
an SAP plug-in. The plug-in connects 
SAP with a Web-based managed file-
transfer service that sits between your 
SAP applications and the world. Once 

authorized transfers are processed by the 
spooler, the managed service applies SEE 
MFT’s secure file-transfer features to the 
transfers.

This extra-protection step is non-disrupti- 
ve for SAP users, adds little or no time to 
their file transmissions, and introduces 
only one extra pull-down menu.
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SEE MFT for SAP is part of SEEBURGER’s 
awarding-winning MFT family of solutions. 
SEE MFT for SAP provides a single, efficient 
solution for managing all file transfers to 
and from SAP, in one automated system, 
including incoming transfers from partners 
and partner applications.

Protecting data leakage is an important 
part of your security and compliance stra-
tegy. With SEE MFT for SAP, it’s easy to get 
started with this today.  

For more information about SEE MFT, please visit: 
http://www.seeburger.com/managed-file-transfer.html
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